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Product description. PGA (3DS Server)
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3DS Server. Payment systems & certifications

Date: July 26, 2019

1 3-D Secure 1.0 n 21 (EMVCo) support ANDREI LABYCH

Intervale

The territory of the Skolkovo Innovation Center, ul. Nobel, house 7
Moscow 143026

RUSSIAN FEDERATION

) EMVCO

Ce I‘tlfied by Vl Sa ) M d Ste rca rd ) Re: EMVCo Letter of Approval — EMV 3-D Secure Server Product
MIR, AmEx, UPI.
Approval / Reference Number: 3DS_LOA_SER_INTE_020100_00171
Approval Date: July 26, 2019
Approval Expiration Date: July 25, 2021
Product Provider Name: Intervale
Certified for PA-DSS requirements Registration Number: INTE.V 15 0055
3DS Server Name: Intervale 3DS Server
DS Server Version: 2.0
Operating System Version: Red Hat Enterprise Linux 4.8.5

4 Apple Pay & Google Pay support Implementation Conformance Statement: 3DS_ICS_SER_INTE_020100_00171

EMV 3-D Secure Specification: Version 2.1.0



3DS Server. Payment types

* Via payment page, App and via API

« 2-phase payment (with pre-authorization)
* Recurrent payments

* AFT & OCT

» Card verification (3DS authentication with no authorization)



3DS Server. Recurrent payments

* Card is stored in an internal secure storage in PGA after a
successful 3DS-authentication, a token is sent to merchant

* Background card registration (after a successful transaction) and
card verification procedure

* Payment types CIT, Recurring & UCOF are supported
 Amount check for Recurring
* With and without CVV2 for CIT-transactions

* Mastercard ABU service is supported
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3DS Server. Payment via Google Pay
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3DS Server. Operating environment
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* Unlimited number of Merchants Cluster configuration

PostgreSQL, Oracle, MS SQL
Linux & Windows

HSM (optional): SafeNet & Thales payShield

* Throughput 100+ tps

Dedicated application server is not required



3DS Server. Admin console

Search/view transaction details Transaction adjustment

Bank/client/portal settings Clint account management

Cards search in Clients Database System event monitoring

Payment scheme and Merchant setup User activity audit

External connection (Protocols) setup
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3DS Server. Admin console

Payments & money transfers
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3DS Server. Admin console

Transaction time line
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3DS Server. System settings

e Card limits (day, week, month) * White list of IP-address
* 3DS validation mandatory * Merchant aggregator
* Fraud-monitoring * Merchant & Account hold

Card limits
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3DS Server. Merchant Console

* Aggregated statistics for merchant transactions
* View transaction details
* Refunds and cancellations

* Multilingual interface
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3DS Server. Merchant Console

View transaction details
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3DS Server. Merchant Console

Analytics
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3DS Server. Pricing information

License cost is a subject for negotiations. Please contact the sales rep.:

Oleg Tsvilodub

Head of Secure Payment Technology Department
Mobile/Viber/WhatsApp +380 67 466-5850
otsvilodub@intervale.ru



